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Year 11 Half Term 1: 2.3 – Producing robust programs

Glossary: 

Defensive design-

Planning a program 

from the very 

beginning to prevent 

accidental or 

purposeful misuse

Input sanitization-

Removing erroneous 

data from a system 

prior to processing

Data validation-

Ensuring all data is in 

the correct format 

prior to processing

Contingency 

planning- Having built 

in checks and 

outcomes based on 

what happens when 

things go wrong

Anticipating misuse-

Building programs 

which do not allow a 

user to deliberately 

break the system

Authentication-

Having different levels 

of user, and 

preventing everyday 

users from being able 

to significantly change 

a system

Anticipating misuse

Apart from anticipating 
accidental user errors, steps 
have to be taken to prevent 
deliberate misuse, for 
example attempts to guess a 
password with a brute-force 

attack.

Authentication

Authentication routines are used to make sure a person is 
who they claim to be. It can be facial recognition, fingerprint 
recognition or password. When you first came to this school 
you were given a user name and password. the password is 
saved to a database and used to match your username when 
you next login.  If your password is incorrect  an error message 
is displayed

Data validation

Data validation routines can ensure that data 
entered is of the right type – for example, a 
number instead of a letter . However:
• Validation does not check that if the user 

has entered a wrong value, or made a 
spelling mistake in a name

• It can only ensure that the data is 
reasonable and conforms to a set of rules

Check Example

Range check A number or date is within a sensible/allowed range

Type check Data is of the right type, such as integer, letter or text

Length check Text entered is not too long or too short – for example, a password is between 8 and 15 
characters

Presence check Checks that data has been entered, i.e. the field has not been left blank

Format check Checks that the format of, for example, a postcode or email address is correct

Used to double-check that the data has been typed in correctly

When setting a new password you may be asked to type it in twice

If the two passwords don’t match, you will be asked to enter the 
password again. This is known as double-entry verification

Data Verification



Year 11 Half Term 1: 2.3 – Producing robust programs

Glossary

Maintainability-

Building software which 

is modular to enable 

sections to be updated 

and replaced without 

having to write the 

whole program again 

from scratch

Code comments-

Annotating code so that 

the person maintaining 

or working with your 

code in the future is able 

to understand your 

thought process

Indentation - Making 

code more readable by 

laying it out in a manner 

that keeps sections of 

code separate

There are a number of techniques that will make programs easier to maintain. 
Maintaining ensures bug are fixed, or new features are possible to add.

Use of sub programs

Naming conventions

Indentation

Commenting

Sub programs include functions and 
procedures. Well written sub programs will 
take inputs (through parameters) and if 
necessary return a value

function circle(radius)
area = 3.14 * radius^2

return area

comments are used so that anyone (including 
your future self) who may need to maintain or  
extend your code.
Use a hashtag to add a comment to show 
what a function or procedure is doing. Don’t 
use them for every line of code in your 
program

Indentation is used so that it 
easy to see which lines of code 
are part of different structures

Naming variable/constants/ subroutines in 
programs is very important. You should have 
names that make it very clear as to what the 
structure is storing

a = input()
b = input()
print (‘hello’, A + b, ‘ 
how old are you ?’)

firstName = input()
surname = input()
print (‘hello’, firstName + 
surname, ‘ how old are you ?’)

 ✓



Year 11 Half Term 1: 2.3 – Producing robust programs

Glossary: 

Iterative testing-

Step by step testing 

to ensure that small 

sections of the code 

work, before new 

parts are added and 

then retested. 

Important to allow 

tracebackto find 

what caused any 

errors

Terminal testing-

Significant testing 

done once a 

program is 

complete under a 

range of conditions 

and on multiple 

hardware –often 

called Alpha Testing

Beta Testing -

Making a small 

release of the 

software to a group 

of tech-literate 

enthusiasts to 

broaden the usage-

testing and get lots 

of feedback prior to 

full release.

syntax error- An 

error in the typing of 

the code. Missing 

punctuation, 

spacing etc

Test data - Data 

chosen to test the 

program. Testers 

use a specific range 

of data

Normal data- The 

data that will be 

used to check the 

code works 

correctly

Valid Data-

Obvious data which 

should definitely 

pass

Boundary data-
checks lowest valid 
data and checks 
highest valid data

Invalid Data- data 

that is outside the 

boundaries of valid 
data

Erroneous Data-

Data that is the 

wrong type and 

should fail

Expected 

Outcome -The data 

the code should 

output if it is running 

correctly

The purpose of testing is to ensure programs run as intended.

Types of testing:

Iterative
tests modules and parts of a program 
as the program is developed

Final/terminal
Carried out when the program is completed. All parts 
of the program are tested to accept correct user 
entries and that all required functions are included

Identify syntax and logic errors

Program: enter a number between 1 and 100
Normal data: 5 (checks a single digit), 14 (checks two digits)
Boundary data: 1 (checks lowest valid data), 100 (checks highest valid data)
Invalid data: -50 (checks negative numbers), 173 (checks data of the correct type that is 
invalid), 0 (checks just below lower boundary), 101 (checks just above upper boundary)
Erroneous: "ade", "#$" (checks data of the wrong type is rejected)

Syntax errors
Translators expect programs to have a certain 
format called ‘syntax’.  Eg. Missing a parenthesis, 
or a comma

Logic errors
These occur when the program does not  return 
the expected results. A Typical error might be 
brackets in the wrong place.

examples of test data



Year 11 Half Term 2: NEA

Review the NEA structure that may be helpful to complete the controlled 

assessment tasks

ANALYSIS

DESIGN

DEVELOPMENT

TESTING 
AND EVALUATION



Year 11 Half Term 3: 1.3.1 Networks and topologies

Glossary:
Client-
client is a piece of computer 
hardware or software that
accesses a service made 
available by a server.

Server
A server is an instance of a 
computer program that 
accepts and responds to 
requests made by another 
program, known
as a client.
Peer-to-peer – computers 
networked together to 
provide support without a 
central server

Client-server – a network 
which has a client machine/s 
and a server which provides 
the service required by the 
client

client-server network peer-to-peer networks

Type of network advantages disadvantages

Client- server network File servers- just one file server needs to be backed up and files can be 
accessed from any computer
Email servers - provide a central place for email that is then accessed from 

different devices
Print server - can manage all files to be printed. This allows one printer to 
be shared by many computers

All users are reliant on the central server

High cost of servers
Need expert to configure the network

Peer to peer network Easier to set up – computers can simply be cabled together

No need for dedicated server equipment

Individual computers can share a printer, router, modem and other 
hardware

Users can communicate directly with each other and share each others’ 
files

Viruses and malware are more easily transferred

each computer has to have its own backup system

hard to locate files if the computer’s owner does not have a logical filing 
and naming system

If a computer is switched off, data cannot be retrieved from other 
machines

A single high-spec machine is designated the server, 
which includes the main file storage. Each client then 
requestsdata from the server which responds and fulfills
the request.

A distributedsystem where each node is equal. Every 
computer can serve and request data from all others. 
The system is easy to set up, but slow and difficult to 
administer.



Year 10 Half Term 3: 

Glossary: 

DNS- Domain Name 

Server

Hosting Storing a file 

on a web-server 

foraccess via the 

internet

Cloud- A service which 

is stored remotely

WWW- WorldWide Web 

-Pages of content

Email- Electronicmail, 

sent through the 

internet

URL - Unique Resource 

Location

Year 11 Half Term 3: 1.3.1 Networks and topologies

A service offered by companies that will host web pages and files for websites
The web hosts will often provide database servers
Companies that provide more general hosting, such as backup servers, are known as hosting service providers

Advantages of using a web host over sharing files from your own computer include:
Web hosts have far more bandwidth – so they can serve more users
Web hosts are able to monitor their equipment 24 hours a day
Web hosts will backup web sites remotely

Web hosting 

The ‘Cloud’ is a term used to refer to services that are delivered over the Internet
examples include Google Drive, OneDrive and Dropbox. 
Cloud remote Services include storage, software processing such as databases, word processing , spreadsheets, 
apps. The software can be accessed from any Internet-connected computer, including smartphones

The cloud-

Advantages Disadvantages

You can access your data and applications from anywhere 
at any time
You don’t need a powerful computer with a huge hard 
drive – everything is stored and run on a remote 
computer
Backing up data is no longer crucial – it is done by the 
service provider

Personal data will be stored on another company’s 
servers
If the Internet connection is lost, often the service 
becomes unusable
Slow Internet connections may result in a poor quality 
of service
Although most cloud services will backup data stored with 
them, it is not easy for people and organisations to see 
how resilient this is



See slide 17 of 
the year 10 
knowledge
organiser  to 
remind
yourself of 
factors
affecting pc 
performacne

Year 11 Half Term 3: 1.3.1 Networks and topologies

Glossary: 

DNS- Domain Name Server

Hosting Storing a file on a 

web-server foraccess via the 

internet

Cloud- A service which is stored 

remotely

WWW- WorldWide Web -Pages 

of content

Email- Electronicmail, sent 

through the internet

URL - Unique Resource 

Location

The URL (uniform resource locator) for a website includes the host name. 
For example, the host name bbc.co.uk is included in the URL www.bbc.co.uk.
The host name consists of three hierarchical levels, which work in reverse 
order of the name:

Every website on the internet has a network address, consisting of four sets of three digits. For example, 
the BBC website's address is 151.101.128.81.
Addresses like this are hard for users to remember. Instead, websites are accessed using domain names, for 
example, ‘bbc.co.uk’. Domain names are much easier for users to remember.
When a user visits a website, they enter the domain name as a URL. For example, the BBC website’s 
address is www.bbc.co.uk. A domain name server takes the domain name and looks up its equivalent 
network address. The user’s request is then forwarded to the server that resides at that network address.

DNS



Glossary:
Utility Software

Data Compressions
Allows files to be made 
smaller by removal of 
empty space or through 
compression algorithms 
(lossy or lossless

Lossy Compression -
Data is removed from 
the file to make it 
smaller. This data is lost 
and cannot be regained. 
Suitable where the loss 
of data is likely not to be 
noticed. Eg images

Lossless Compression-
No data is lost, but 
rather rearranged to 
ensure a perfect version 
of the data can be 
returned. Used where 
exact reproduction is 
vital. Eg text documents

Lossy compression (JPG, GIF, MP3)

• The compression technique will lose some of the original information

• Noise at edges and blocks are digital artefacts from 
lossy compression

Lossless compression (PNG, TIFF)

• No data is lost by using a lossless compression algorithm

Advantages  of compression

• Download times are reduced

• Data allowances go further

• It is possible to transmit 

video and music data 

streams as fast as they 

are playing

File 

format

Type of 

compressio

n

File 

usage

JPEG Lossy Photos

PNG Lossless Images/photos, may include 

transparency

ZIP Lossless Document compression

GIF Lossless Simple images, may include animation

MP4 Lossy Video file format

MP3 Lossy Music format

FLAC / 

ALAC

Lossless Lossless Music format (Free / Apple)

Year 11 Half Term 4: 1.2.5 compression



Year 11 Half Term 4: 1.2.5 compression



Year 11 Half Term 4: 2.5 – Programming languages and Integrated Development Environments

Glossary:

Low level language-
machine code 
language that is 
written in Binary 
code which the CPU 
can understand

High level languages 
- Programming 
languages that are 
most like human 
language

Assembly language-
use pneumonic 
which have to be 
converted to binary 
by an assembler

Instruction set - The 
complete set of 
instructions that a 
processor can 
handle

Translator
A program that 
converts source 
code (High level) to 
machine code (Low
Level).

Compiler –translates 
high level language 
code to machine 
code once re 
program has been 
programmed

Interpreter –
translates code to 
machine language 
one  line at a time

Source code - The 
program written in a 
high‐level language 
before it is 
converted to 
Machine code.

Object code - The 
machine code 
produced by a 
computer.

Machine 
independent -
programs in high 
level languages 
which can run on 
different types of 
processors.

1000101100000100001001010011001100000
0000000000000000000000001011111111100
0000000000000000000000100010010000010
0001001010011010000000000



Year 11 Half Term 4: 2.5 – Programming languages and Integrated Development Environments

Glossary:

Integrated Development 
Environment (IDE)-They have a 
number of tools and features that 
help programmers when they are 
programming

editors – essentially part of an 

IDE. Has features such as 

autocomplete, colour match, 

bracket match

Error diagnostics 

(debugging)  – help a 

programmer to find where they 

have made a mistake

Run-time environment -allows 

a programmer to test their 

program while it is running

Syntax highlighting

Line numbers

Code folding

Breakpoints, variable 
watch, stepping

Features of an IDE, that can help a programmer in writing error free code. 

When errors are found, 
the line number that 
they occur on will also 
be stated

In some IDEs, parts of the program 
that the programmer doesn’t need to 
see can be folded

the colour of the text 
changes to show different 
parts of the program

Breakpoints are set by the programmer so that the 
IDE pauses the program when running and then run 
each line of code separately whilst watching the 
values stored in variables as they change

Run-time environment – The facility of the IDE that allows programs to be run



Year 11 Half Term 4: 1.6 – Ethical, legal, cultural and environmental impacts 
of digital technology
Glossary:
Ethical- refers to a moral 

sense  than a legal issue. 

For example, there is 

nothing to stop you legally 

from using Facebook to 

stalk an ex-partner, but 

whether it is right to do so, 

is an ethical issue

Legal- There are certain 

laws set by government 

that control how computers 

can be used –see box

Cultural- These issues 

relate to society and how 

technology can affect 

religious, or social ideas. If 

people spend all their time 

on their phones rather than 

talking face to face, this is 

a cultural issue

Environmental- How 

computing impacts on the 

global and local 

environments. This might 

be waste production, or 

mining to gather resources 

needed to make phones, 

or using renewable energy 

to charge phones, or 

recycling projects. 

Companies want to be 

seen to be ‘green’. 

Privacy- Privacy is a very 

important issue. A persons 

right to privacy is very 

important and there are 

strong law, alongside 

ethical guidance that 

govern how companies 

can use our data

Open source- Software 

that is created and shared 

with the source-code able 

to be seen. Users are free 

to make alterations to the 

source-code to meet their 

own needs, or to improve 

the system for everyone

Proprietary- Software that 

is created but the source 

code is locked. This is 

often sold and the 

company wants to protect 

its intellectual copyright

Legislation- Laws that 

have been created and 

passed by parliament thus 

affecting us all. 

Disposal – to get rid of 

something. Example an old 

computer

Data protection – a law 

created to protect the use 

of data

Computer misuse – using 

a computer to cause harm 

to an individual or 

company

Software licence - types 

of licence which state how 

software can be 

used/distributed

Digital technologies are electronic  systems, devices and resources that generate, store or 
process data. When using digital technologies we all have moral and ethical responsibilities 
to consider. There a number of laws which we must follow.

Ethical issues - What is good for individuals and 
society NOT what is legal e.g.

it’s not illegal for you to tell lies
but is it ethical?

Cultural  issues - Computer matters that have an effect 
on the nature and culture of society. Some of these 
issues include:
• The digital divide - The digital divide is the division 

that exists between those people who have/can use 
technology and are comfortable doing so, and those 
who have not or cannot use technology

• The changing nature of employment – Many people 
are now required to work from home. Many 
technology based jobs have moved abroad where 
costs are cheaper. Robotics has led to job losses.

Environmental issues –Technology has had good and 
negative impacts on the environment. The negatives 
are throwing away machines which then harm the 
environment, positives are that newer machines use 
energy efficiency technologies. Recycling components.
https://www.pbs.org/newshour/science/america-e-
waste-gps-tracker-tells-all-earthfix

Privacy issues  – organisations 
and governments collect huge 
amounts of data about us. This is 
often supplied by internet sites 
and telephone companies

https://www.pbs.org/newshour/science/america-e-waste-gps-tracker-tells-all-earthfix


Year 11 Half Term 4: 1.6 – Ethical, legal, cultural and environmental impacts of digital 
technology
Glossary:
Ethical- refers to a moral 

sense  than a legal issue. For 

example, there is nothing to 

stop you legally from using 

Facebook to stalk an ex-

partner, but whether it is right 

to do so, is an ethical issue

Legal- There are certain laws 

set by government that control 

how computers can be used –

see box

Cultural- These issues relate 

to society and how technology 

can affect religious, or social 

ideas. If people spend all their 

time on their phones rather 

than talking face to face, this 

is a cultural issue

Environmental- How 

computing impacts on the 

global and local 

environments. This might be 

waste production, or mining to 

gather resources needed to 

make phones, or using 

renewable energy to charge 

phones, or recycling projects. 

Companies want to be seen 

to be ‘green’. 

Privacy Privacy is a very 

important issue. A persons 

right to privacy is very 

important and there are strong 

law, alongside ethical 

guidance that govern how 

companies can use our data

Open source Software 

that is created and shared 

with the source-code able to 

be seen. Users are free to 

make alterations to the 

source-code to meet their own 

needs, or to improve the 

system for everyone

Proprietary Software 

that is created but the source 

code is locked. This is often 

sold and the company wants 

to protect its intellectual 

copyright

Legislation- Laws that have 

been created and passed by 

parliament thus affecting us 

all. 

Disposal – to get rid of 

something. Example; an old 

computer

Data protection – a law 

created to protect the use of 

data

Computer misuse – using a 

computer to cause harm to an 

individual or company

Software licence - types of 

licence which state how 

software can be 

used/distributed

Legislation description

The data Protection 
Act 2018

Being responsible for the data of users. 
The key principles of the Data Protection Act and GDPR are:
• Fair, lawful, and transparent processing.
• Purpose limitation.
• Data minimisation.
• Accuracy.
• Data retention periods.
• Data security.
• Accountability.

Make sure you revise the content of each principle

Computing Misuse 
Act 1990

This was passed by Parliament and made three new offences:
• Accessing computer material without permission, eg looking at someone else's 

files.
• Accessing computer material without permission with intent to commit further 

criminal offences, eg hacking into the bank's computer and wanting to increase 
the amount in your account.

• Altering computer data without permission, eg writing a virus to destroy 
someone else's data, or actually changing the money in an account

Copyright Designs 
And Patents Act 
1988

This Act gives creators of digital media the rights to control how their work is used 
and distributed. Music, books, videos, games and software can all be covered by 
copyright law.
Anything which you design or code is automatically copyrighted and may not be 
copied without your permission, as the digital creator.

Software Licence •For proprietary software a licence must be purchased before the software 

can be used

•For open source software the licence normally permits the software to be 

downloaded for free – the licence often has conditions such as requiring you 

not to sell it

https://www.highspeedtraining.co.uk/hub/data-protection-act-key-principles/


Year 11 Half Term 5 & 6: revision

Task 1-Create concept maps of each topic in the specification
Task 2- use your concept maps to add information to ‘‘ The complete OCR revision 
booklet’ in resource area


